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Linedata Cybersecurity Services
World-class protection for Asset Managers, Hedge Funds and Private Equity
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Is your firm protected by the right cybersecurity systems, intelligence, controls and training? Don't find out the hard way.

Security breaches pose greater challenges to asset managers than ever before. Strategic protection thanks to out-of-the-box

Information security vulnerabilities can jeopardize your reputation, threaten your
profitability and draw fines and penalties from regulators. Technology to mitigate
the risks — and the expertise to deploy it - are highly complex and evolving fast.
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With Linedata Cybersecurity Services, we employ a
holistic approach to address your firm's specific security

At Linedata, we can help. Our Linedata Cybersecurity Services offering protects needs

your business with actionable intelligence from highly skilled, industry-certified
experts. By examining all security angles, we provide an ongoing view of risk,

. Lo . . We assess your firm and vendor risk, including risk from
analytics and active intelligence reporting.

third-party and fourth-party vendors and external factors,
using proven, intelligence-community techniques.
Automated scanning and machine learning help you
identify and address current security vulnerabilities - and
mitigate future risks.

And, our two decades as a leading asset management solution provider mean we
truly understand your operations and security challenges - and know how to
protect your assets.

Security isn't a one-time check list. Linedata takes your operational risk as seriously as you do. Unlike tick-box DDQ exercises, our
protection evolves with the threat landscape.

Gain peace of mind with an active-

intelligence program from a trusted Comprehensive compliance policies, advanced technologies and robust controls protect you
partner. against a full range of threats including phishing, zero-day malware and network-based attacks.

We let you focus on investment performance, knowing your security is best in class.


https://www.linedata.com/

Linedata Cybersecurity Services: giving you the keys to future-proof your data security.
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Security Risk Assessment

We review, identify and prioritize “at risk”
areas. Ongoing due diligence identifies
security and risk exposures from your
portfolio companies.
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Vulnerability and Penetration Testing

Our threat experts identify both technical
and non-technical areas of possible
exploitation in your environment.
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Layered Defense

Full stack and layered defense incorporates

EDR (Endpoint Detection and Response) for

continuous protection and threat detection
and isolation.

2

Policy and Controls Review; Training

We develop and keep current your
regulatory compliance policies, procedures
and controls. Bespoke training prepares staff
to prevent and manage cyber events.

Threat Intelligence

Ongoing monitoring, alerting and actioning
on new and emerging threats. Plus phishing
and social engineering testing.
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360-degree Risk Analysis

“Beyond DDQ" monitoring of real-time
vendor risk. Machine learning technology
identifies evolving threats and provides
customized alerts.

Why Linedata Cybersecurity Services? We offer the best of both worlds: advanced cybersecurity expertise, tools and technology, backed
up by deep asset management business and operational know-how.

e Exclusive focus on broad cross-section of global asset managers
e 10-year track record in cybersecurity and intelligence analysis
¢ Highly skilled intelligence experts and IT security engineers

Linedata Technology Services

e Leading-edge technology: EDR, machine learning and more
e |T security certifications: PCIP, CHP, CCNA, CGEIT, CISM, GCFA, GCIH,
CEH, CHFI, and ISO/IEC 27001 Lead Auditor certification

Our Linedata Technology Services portfolio includes Cloud, Cybersecurity and Managed Services that address the specific requirements of hedge
funds, private equity and asset managers. You can focus on your core business, knowing your IT and cybersecurity requirements are in good hands.

About Linedata

Linedata Asset Management offers a robust, configurable platform of software, data and services that enable our wealth, institutional and
alternative clients to grow, operate efficiently, manage change and provide excellent service to their own clients and stakeholders.

With over 20 years' experience, Linedata delivers humanized technology that empowers leading asset management and credit industry firms
worldwide to evolve and operate at the highest levels.

700+ clients

BO* countries

4,300 employees

20 offices

North America: +1 212 607 8214 | Europe: +44 20 7360 1800 | Asia: +852 3583 7900

getinfo@linedata.com or visit: www.linedata.com
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https://www.facebook.com/Linedata-322170334263
https://twitter.com/linedata
https://www.linkedin.com/company/7341
https://www.youtube.com/user/LinedataSolutions
https://www.instagram.com/linedata_global/
https://www.linedata.com/

